
http://www.youtube.com/watch?v=Slb7ano6WsM


"CyberSoc": [ 
    {

"Harlan"    : "President",
"Matthew" : "Treasurer",
"Tom"        : "Secretary",
"You??" :  “(Self-register on guild website 03/10/22 - 19/10/22)”

    }
],
"Structure": [ 
    {

"Mission" : 

    

"Events" : 
    }
]

"Aiding you in improving your confidence 
towards cyber security through participating 
in internal / external CTFs with the society  "

"Meetings"
"In person internal CyberSoc CTFs"
"External CTFs with organisations"
"Industry Talks"
"Group Based Challenges"

~$whoarewe
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~$what_is_linux
"Linux": [ 
    {

"Distros" : 

"Virtual Machines" : 
    }
],
"Kali Linux": [ 
    {

"What " : 

"Purpose" : 
   
    }
]

"Operating system made from a software  
collection that includes the Linux kernel 
and, often, a package management 
system"

"Virtualization/emulation of a 
computer architectures and provide 
functionality of a physical computer"

"Open-source, Debian-based Linux 
distribution aimed at advanced 
Penetration Testing and Security"

"Feature Rich with security analysis, 
security auditing, and penetration testing 
tools"
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~$what_is_hacking
"Hacking": [ 
    {

"Definition" : "Gaining of unauthorized 
access to data in a system or computer"

"Types" : { "White Hat" , "Black Hat" }
"Industry" : {"Red Team" , "Blue Team"} 

    }
],

"Inspect Element": [ 
    {

"Use" : "Find hidden code elements in 
websites that may be commented out"

"Tools" : "Developer Console"
    }
],

"Port Scanning": [ 
    {

"Use" : "Find open ports on servers that could be exploited"
"Tools" : "Nmap"

    }
],
"Web Content Scanner": [ 
    {

"Use" : "Find hidden url paths or subdomains 
connected to a website"

"Tools" : "Gobuster / wfuzz / dirb"
    }
],
"Hash Cracking": [ 
    {

"Use" : "Crack hashes to reveal data received"
"Tools" : "John the Ripper"

    }
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~$what_is_inspect_element
"What is it": [ 
    {

"Inspect Element is a useful developer tool that can be easily exploited for 
many different purposes"
"Inspector" : "Scroll through the source code to find hidden elements"
"Console" : "Inject Javascript into the site to exploit functions (XSS)"
"Network" : "See all GET & POST requests to and from the server (replay attacks)"
"Storage" : "View all variables within a site can be used (cookie hijacking)"

    }
],
"Format": [ 
    {

"Developer Tools" : "Simplest tool found in web browser"
"Burp Suite" : "Used for GET & POST based attacks"
"curl" : "Can request web pages source code in terminal"

    }
]
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~$what_is_port_scanning
"What is it": [ 
    {

"Passive Attack" :  "Network attack in which a system is 
monitored and scanned for open ports and vulnerabilities 
to connect or send data to discover hosts and services on a 
computer network by sending packets and analyzing the responses"
"Ports" : "port is a number assigned to uniquely identify a 
connection endpoint and to direct data to a specific service"
"Common Ports" : "80 / 443 - HTTP / HTTPS" "23 - Telnet"

"22 - SSH" "21 - FTP" "3389 - RDP"
    }
],
"Format": [ 
    {

"Nmap" : "Useful tool to achieve valuable results from port scan"
"Netcat" : "Can take a passive attack and become active by 

          connecting to servers or listen for reverse shell requests"
    }
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~$what_is_web_content_scanning
"What is it": [ 
    {

"URL" : "the human readable address of a given unique resource on the web 
were each valid URL points to a unique IP, most interesting places for us will 
be in the subdomain or file paths"
"Robots.txt" : "A file which tells search engine crawlers which URLs the 
crawler can access on your site, can be used to find useful file paths"

    }
],
"Format": [ 
    {

"Dirb" : "dictionary based attack against a web server and 
analyzing the responses"
"GoBuster" : " tool used to brute-force URIs including 
directories and files as well as DNS subdomains"

    }
]
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~$what_is_hash_cracking
"What is it": [ 
    {

"Hashes" :  "A one-way function that can be used to map data of arbitrary 
size to fixed-size values, useful form of storing / sharing secure content 
without revealing it" 
"Common" : {"MD5", "SHA-1", "SHA-256"}
"Cracking" :  {"brute-force", "dictionary attacks", "combinator attacks", 
"mask attacks", "rule-based attack"} 

    }
],
"Format": [ 
    {

"John the ripper" : "Uses Brute Force attack and Dictionary Attack to 
           crack password hashes"

"Hashcat" : "Tool with numerous attack methods which include 
           bruteforce using power of GPU
    }
]
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[what you will need] 

- Kali Linux Virtual Machine - 

- cybersoc{THIS_IS_YOUR_FIRST_FLAG} - 

- ctf.cybersoc.cf -

</SETTING YOU UP>
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https://www.cybersoc.cf/
http://www.youtube.com/watch?v=FX9eEhoRZhY

