
Kali Setup + Command Injection
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Downloading kali
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Why kali?
● Kali is a linux distribution designed to be used by 

cyber security professionals, as such it has a lot 
of the tools we will use pre-installed. This means 
you likely will not have to install any additional 
software for most of our CTF challenges.

● Alternatives: ParrotSEC, black arch
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Why VM?
● Allows you to run OS without removing your 

current OS
● Separate's files used for hacking in VM from 

cluttering your hard-drive
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Installing Virtualbox
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Adding kali to virtual box
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Managing your VirtualMachine
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Command Injection
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But first some basic linux stuff
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Command injection
● Command injection is when you exploit a 

website or service to run system level 
commands.

● The most basic form of this is when user input 
is passed directly to a command as an 
argument.
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Command separators
command1;command2 Runs command1 then command2

command1 && command2 Runs command1 then command2 if command1 didn’t error
comamnd1 || command2 Runs command1 then command2 if command1 did error

Arguments don’t matter
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Filtering
● When blocking command injection user input 

may be filtered.
● Regularly blocked characters include:

; & | ` $
● Only way to get around this is keep trying a 

different method if you get blocked
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Command substitution
● You can use $(command) or `command` to 

insert the output of the command as an 
argument to another.

● This is useful where other methods are filtered 
or you are in an escaped string.
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Blind
● For blind injection you cannot see the output of the 

command you run.
● You may still be able to see whether command 

succeeded: this can tell you if your injection is working.
● You will need to find another way to exfil data though. 

Reverse shells are especially useful when doing blind 
attacks.
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Connecting to the vpn
ctf.cybersoc.cf

sudo apt-get update
sudo apt-get install -y openvpn
sudo openvpn ~/Downloads/cybersoc.ovpn

https://ctf.cybersoc.cf/
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