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What is memory forensics?
● The term memory refers to the contents of the RAM on your 

computer, this is where your computer stores the majority of 
information about what is currently happening on the computer

● A memory image is a capture of the state of memory at a point 
in time
– It is quite difficult to take memory images properly as the contents of 

memory are always changing (there is hardware and software 
solutions for doing this)
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Why is memory forensics useful
● By capturing an image of the computers memory you are 

able to store and analyse the entire state of the computer at 
that point in time
– Running programs
– Open files
– OS Information
– Passwords
– Etc…
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Creating a memory image
● Windows

– FTKImager
– Mdd
– WinPMem (open source)

● Linux
– /dev/mem (might be restricted, dd)
– /dev/fmem (need to load kernel module, dd)
– LiMe (need to load kernel module)

https://github.com/slmingol/fmem
https://github.com/504ensicslabs/lime
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WinPMem
● Download from github
● Run as admin

https://github.com/Velocidex/WinPmem/releases/tag/v4.0.rc1
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LiMe
● Download from github
● Compile (make)
● Load module: sudo insmod lime*.ko 

“path=/mem.lime format=”lime”
● Can also be configured to send over network

https://github.com/504ensicsLabs/LiME


  
cybersoc.cf

Installing volatility
● sudo apt-get update
● sudo apt-get install python3-pip
● python3 -m pip install volatility3

– If you get a warning about .local/bin not being in PATH
● echo ‘export PATH=”$PATH:~/.local/bin”’ >> 
~/.bashrc

● source ~/.bashrc
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Volatility versions
● Volatility 3 came out “relatively” recently and is still in beta
● A lot of help you find online will be for volatility 2

– Use this cheatsheet to compare
● It works best for windows dumps but has some support for 

linux and mac
– By default contains the symbols tables for windows, but you need 

to compile your own symbol tables for each mac/linux version

https://blog.onfvp.com/post/volatility-cheatsheet/
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Using volatility

● This outputs the list of plugins and what each of 
them do
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● For windows images just specify the file with -f then the plugin you wish to use
● For additional help on the plugin add --help to the end
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Running processes

● For more info can use windows.pstree or windows.cmdline
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Open files
● windows.filescan
● windows.filedump (--pid pid)
● windows.handles (--pid pid)
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Windows password stores
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Challenges
● Install volatility
● Challenges: Forensics/Cached
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